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1. Key Files, Commands and directories

/etc/nginx Configure directory

/etc/nginx/nginx.conf default configuration
entry

/etc/nginx/conf.d Sub-configure entries

/etc/nginx/sites- Deprecated

available

/etc/nginx/sites- Deprecated

enable

/var/log/nginx log directory

nginx -h  show help menu
nginx -v. show Nginx Version

nginx -V show Nginx Version, Modules and
Build Information

nginx -t  test configuration files

nginx -s  to send a signal to nginx. Signal:
signal 1. stop: stop Nginx immidiately

2 it At Nlniny aftar all
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connection served

3. reload: reload configuration
files

4. reopen: reopen log files

2. Serving Static Content

server {
listen 80 default_server;
server_name www.example.com;

location / {
root /usr/share/nginx/html;
# alias /usr/share/nginx/html;
index index.html index.htm;
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1. Basic Load Balancing

1.1 HTTP Load Balancing

upstream backend {
server 10.10.12.45:80 weight=1;
server app.example.com:80 weight=2;

}

use it as:

location / {
proxy_pass http://backend;

1.2 TCP Load Balancing

stream {
upstream mysql_read {
server readl.example.com:3306 weight=5;
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server read2.example.com:3306;

server 10.10.12.34:3306 backup;
}
server {

listen 3306;

proxy_pass mysql_read;
}

1.3 UDP Load Balancing

stream {
upstream ntp {
server ntpl.example.com:123 weight=2;
server ntp2.example.com:123;

}
server {
listen 123 udp;
proxy_pass ntp;
}

If the service you're load balancing over
requires multiple packets to be sent back and
forth between client and server, you can

specify the reuseport parameter



2. Load Balancing Method

Nginx Load Balancing Methods Includes:

Round Robin

least_conn

least_time
hash

random

Default Solution, use weight
as a peremeter.

Connect to the least
connection upstream

The administrator defines a
hash with the given text,
variables of the request or
runtime, or both.
e consistent : to minimize
the effect of
redistribution

To random decide a upsteam
* The optional two

[method] parameter
directs NGINX to ran-
domly select two servers
and then use the
provided load- balancing
method to balance
between those two. By

default the least_conn
methnd i< 1iced if twan ic



11 1% Wl 1IN/ A Tw Ww w W1 s “VV L

passed without a
method.

ip_hash Work only for HTTP, Hash
uses the client IP Address.

e weight : parameter into
consideration when
distributing the hash

 stick cookie: to bind a downstream client to
an upstream server

 stick learn: bind a downstream client to an
upstream server by using an existing
cookie

 stick routing: granular control over how
your persistent sessions are routed to the
upstream server

e Connection Draining: gracefully remove
servers for maintenance or other reasons

while still serving sessions

2. Healthy Check

2.1 Passive Healthy Check



max_files: define the max fails number
file_timeout: define the timeout

upstream backend {
server backendl.example.com:1234 max_fails=3 fail_timeout=3s;
server backend2.example.com:1234 max_fails=3 fail_timeout=3s;

Available in Nginx Plus

2.3 Slow Start

Use the slow_start parameter on the server

directive to gradually increase the number of
connections over a specified time as a server is
reintroduced to the upstream load-balancing
pool

upstream {
zone backend 64k;

server serverl.example.com slow start=20s;
server server2.example.com slow start=15s;

2.4 TCP Healthy Check

| [ [P R SRR N PR R DR - BN UG B



usSe e rnediu_crieCk dairecteve I uie servel

block for an active health check:
e interval: interval time

« passes: HIT/LROEG , INIEEREE
o fails: RBULRIRET | INIEREANMER

stream {
server {
listen 3306;
proxy_pass read backend;
health_check interval=10 passes=2 fails=3;
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1. A/B Testing
Use the split_clients module to direct a

percentage of your clients to a different upstream
pool

split_clients "${remote_addr}AAA" Svariant {
20.0% "backendv2";
* "backendv1";

}

location / {
proxy_pass http://$Svariant

}

2. Using the GeolP Module

install GeoIP Module:
apt install libnginx-mod-http-geoip

With the GeolP database for countries and cities on the local disk,
you can now instruct the NGINX GeolP module to use them to
expose embedded variables based on the client IP address:

load_module "/usr/1ib64/nginx/modules/ngx_http_geoip_module.so";



http {
geoip_country /etc/nginx/geoip/GeoIP.dat;
geoip_city /etc/nginx/geoip/GeolLiteCity.dat;

load_module INE— SRR
geoip_country  JNEL GeolP.dat

geoip_proxy define your proxy IP
address range

geoip_proxy_recu look for the original IP
rsive

GeolP IRIRS I NTINTF—EZE .

e $geoip_coun try_code, $geoip_country_code3,
and $geoip_country_name

e $geoip_city_country_code,
$geoip_city_country_code3, and
$geoip_city_country_name

e $geoip_city, $geoip_city_continent_code,
$geoip_latitude, $geoip_longi tude, and
$geoip_postal_code

e $geoip_region and $geoip_region_name
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load_module
"Jusr/1ib64/nginx/modules/ngx_http_geoip_module.so";

http {
map $geoip_country _code $country access {
"US" G;
"RU" 0;
default 1;

server {
if (Scountry_access = '1') {
return 403;
}

3. Limiting

3.1 Limit Connections

limit_conn [zone] serve [REIERIEESN
[max] r max
limit_conn_zone ... http ZEIEERHINEF
fi&=s 8]
limit_conn_status http EHSCERERIE
[code=503] =N
http {

limit_conn_zone $binary_remote_addr zone=limitbyaddr:10m;
Timit conn <tatus 429:



e e
server {

limit_conn limitbyaddr 40;

3.2 Limit Rate

limit_req [zone] [burst] Server IXEEZRIEZR

limit_reg_zone http IREEEFERS
&)
limit_req_status http IREBHEZRAR
[code=503] >
limit_req_log_level EIRgHl , BERAR
error
http {

limit_req_zone $binary_remote_addr
zone=1limitbyaddr:10m rate=1r/s;

limit_req_status 429;

server {

limit_req zone=limitbyaddr burst=10 nodelay;

3.3 Limit Bandwidth
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[bandW|dth] ation
limit_rate_after http,server,loc JIXZIXME
[bandwidth] ation JERR

location /download/ {
limit _rate after 10m;
limit_rate 1m;
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proxy ca EX—Cachestiit
che_path

proxy _ca fErEcachefFEAIZone
che

proxy_ca EMIMITEE—NMER , keyiRE TERF
che_key gyt , EIMMIESMTRA. BUME

"$schemeS$Sproxy_host$Srequest_uri",

proxy_ca ENXIAIEZE—1NEF. = valuedk0
che_byp gtZE , 3ERRER

ass
[value]

expires EX—MEREZAIH

[time]

proxy_ca NETBISIONN 572 —ME77
che_pur

ge



proxy_cache_path /var/nginx/cache
keys_zone=CACHE:60m
levels=1:2
inactive=3h
max_size=20g;
proxy_cache CACHE;

EiRBIFHEN T —REFZTE -
« BIRECACHE , RFX/N60M
o HuUFRE /var/nginx/cache

o JEEERAIEIZ3 /N
« RAKN20G

proxy_cache_bypass $Shttp_cache_bypass;
Ziheader cache_bypass 720RIEIR , EeE
=
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1. INginx Plus API

Available for Nginx Plus

Installing with Puppet

Installing with Chef

Installing with Ansible

Installing with SaltStack

Automating Configurations with Consul
Templating

o Uk wWwN

upstream backend { {{range service "app.backend"}}
server {{.Address}};{{end}}

}

# consul-template -consul consul.example.internal -template \
template: /etc/nginx/conf.d/upstream.conf:"nginx -s reload"

rm1 . 1 - . . 1 1
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1. HTTP Basic Authentication

{&5F3 openssl 8& htpasswd s S BIE— 1P E8E
SIES

openssl passwd MyPassword1234
htpasswd ¢ -b {username} {passwd}

auth_basic ENX basic_auth B9
auth_basic_user file XY BAFPEFZRBAISE:

$RINAE HTTPS _EfsEF basic_auth
2. Authentication Subrequests

EX—NE=SMNIRBHEITIAUE, T
http_auth_request_module =18,

fEF— Subrequests SRHIEREENPREITIIE.
=iR[E] 200 BHE , Wreirpa) ; SNRE] 401 86
403,



location /private/ {
auth_request /auth;
auth_request_set $auth_status Supstream_status;

}

location = /auth {
internal;
proxy_pass http://auth-server;
proxy_pass_request_body off;
proxy_set_header Content-Length "";
proxy_set_header X-0riginal-URI $request_uri;

3. Validating JIWTS

Nginx Plus Only

1. Lreating JSON Web Keys

Nginx Plus Only

5.

Nginx Plus Only

5. Obtaining the JSON Web Key from Google

Nginx Plus Only
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1. Access Based On IP Address

allow [CIDR | IP | Socket |  fiFSEIPEREIPERIS
all] [

deny [CIDR | IP | Socket | EIgEIP. IPEGAIA]
all]

2. Allowing Cross-Origin Resource Sharing

B+ -

map $request_method $cors_method {
OPTIONS 11;
GET 1;
POST 1;
default 0;
}

server {

location / {
if ($Scors_method ~ '1') {
add_header 'Access-Control-Allow-Methods'
'GET,POST,OPTIONS';

72 | Chapter7: Security Controls



add_header 'Access-Control-Allow-Origin'
'*_example.com';
add_header 'Access-Control-Allow-Headers'
'DNT,
Keep-Alive,
User-Agent,
X-Requested-With,
If-Modified-Since,
Cache-Control,
Content-Type';
}
if (Scors_method = '11') {
add_header 'Access-Control-Max-Age' 1728000;
add_header 'Content-Type' 'text/plain; charset=UTF-8';
add_header 'Content-Length' 0;
return 204;
}
}
}

g Bl PO SR, [PRFIRPAS SN DRRS SR A DRSNS [ A O AN TR Aacannd L.

12 add_header 2t CORS [z,

3. SSL/TLS

3.1 Client-Side SSL

{88 ngx_http_ssl_module &
ngx_steam_ssl_module 2t SSL/TLS IhgE.

http { # ALl directives used below are also valid in stream
server {

listen 8433 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_certificate /etc/nginx/ssl/example.pem;
ssl_certificate_key /etc/nginx/ssl/example.key;
ssl_certificate /etc/nginx/ssl/example.ecdsa.crt;
ssl certificate kev /etc/nainx/ssl/examnle.ecdsa.kev:
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ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

ssl_protocols IBRETLSEKESSL hikas  #ErF TLSv1.2

TLSv1.3

ssl_ciphers 1§ETLSHZREZFEMH  HIGH:!!

ssl_certificate I§=UEP

ssl_certificate 1E5EFASE
_key

aNULL:!MD5
FBREATHIES
FARRNE

ssl_session ¢ {EERTF{R{Fsessionfy shared:SSL:10
ache share memory m;

ssl_session_ti ExEsessionf{RFATE 10m

meout

3.2 Upstream Encryption

T a LiiriakaESE , B TssI@(E

Proxy_pass
proxy_ssl_verify [on/off]

proxy_ssl_verify_depth
[num]

proxy_ssl_protocols
proxy ssl certificate

itk
FFiSssI3aiiE
IEERAIERE

eEssIhRA
IEEEFimIEE
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proxy_ssl_certificate_key T EF‘Jﬁ'ﬁﬂ\%ﬁ

proxy_ssl_crl BXE = P imdIE RS
=

3.3 HTTPS Redirects
¥ 80 g EEMZE] 443 ixm

server {
listen 80 default_server;
listen [::]:80 default_server;
server_name _;
return 301 https://ShostSrequest_uri;

}

24 SSL/TLS ZENGINXZ i IER9RT R , EFH HTTP B9
X-Forwarded-Proto SLEEEM]

server {
listen 80 default_server;
listen [::]:80 default_server;
server_name _;
if (Shttp_x_forwarded_proto = 'http') {

return 301 https://$host$request_uri;

}

}

3.4 HTTP Strict Transport Security(HSTS)

ZI00 ™ HTTPELERRZ A HSTS

(&4

add_header Strict-Transport-Security max-age=31536000;



4. Secureing Link Module

4.1 Securing a Location

{5 secure link module 2t Securing Link IhgE, f&
FH secure_link_secret {21k,

location /resources {
secure_link_secret mySecret;
if ($secure_link = "") { return 403; }

rewrite A /secured/$secure_link;

}

location /secured/ {
internal;

76 | Chapter7: Security Controls

root /var/www;

W/ NFRAI) /resources BHE |, J5iR[E1403.



Forbidden unless the request URI includes an md5
hash string that can be verified with the secret

provided to the secure_link_secret directive

md5(index.htmlmySecret) =
a53bee08a4bfObbea978ddf736363al12

== 1all]
/resources/a53bee08a4bfObbead978ddf736363al2

FHEEARERERER /secured/$secure_link FHmifIa]
/var/www/secured/index.html

4.2 Securing a Location with an Expire Data

location /resources {
root /var/www;
secure_link $arg_md5,$%arg_expires;
secure_link_md5 "$secure_link_expiresS$uriSremote_addr
mySecret";
if ($secure_link = "") { return 403; }
if ($Ssecure_link = "0") { return 410; }

}

secure_link #1855 RIIMN S35, — P EHTTPS
FHHIMA5(E , — 2 HAATIEL,

secure_link_md 52— 1S8R T ATE~md5EN
S,



5. ZrafERZ MAEEERIGE
{£F8 satisfy SkERBEINAMEZ MAIEEHIEEA

satisfy FHERZ M aliEdl 2 or B2 and YA
[any|all] RERE.

location / {
satisfy any;

allow 192.168.1.0/24;

deny all;
auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

5. Pynamic DDoS Mitigation

Nginx Plus
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listen 443 ssl http2 default _server;

ssl_certificate server.crt;
ssl _certificate_key server.key;

{£A http2 0 ssl BERFE HTTP/2

1. [SH gRPC A
{5F3 grpc_pass 51k NGINX 5@ {EERA gRPC

o

location / {
grpc_pass grpc://backend.local:50051;

}

upstream grpcservers {
server backendl1.local:50051;
server backend2.local:50051;



2. HTTP/2 Server Push
A8 http2_push k1T HTTP/2 BIFERIHEXINEE

server {
listen 443 ssl http2 default_server;

ssl_certificate server.crt;
ssl_certificate _key server.key;
root /usr/share/nginx/html;

location = /demo.html {
http2_push /style.css;
http2_push /imagel. jpg;
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AENEITIBRER ( MPEG-48kEFLV )

1. AMEEMPAFOFLY

{5 mp4 5& flv 15 FIRMAE progressive
downloads 1 HTTP pseudostreaming and support

seeking,

http {
server {
location /videos/ {
mp4;
}
location ~ \.flv$ {
flv;
}
}
}
mp4 FEMP4 £

L. . TT 2Ll Lz 7=



v ITISNVERTS

mp4 11755 T E15s EBit A RERT
_limit_rate_after

15s

mpa_limit_rate  fFEER 120% BOERER.
1.2 1B L0SEET12s,

. BEER HLS

Nginx Plus Only

5. Rb3 HDS

Nginx Plus Only
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RENB TEAWS , Azure , Google Cloud FEpE
NginxBY73i%. B,
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L. [DNS SRV Records

NGINX Plus Only

http {
resolver 10.0.0.2;

upstream backend {
zone backends 64k;
server api.example.internal service=http resolve;

2. Using the Official NGINX Image in Docker

$ docker run --name my-nginx -p 80:80 \
-v /path/to/content:/usr/share/nginx/html:ro -d nginx

FROM centos:7
# Install epel repo to get nginx and install nginx
RUN yum -y install epel-release && \

yum -y install nginx nginx-mod-http-perl

# add local configuration files into the image
ADD /nginx-conf /etc/nginx

EXPOSE 80 443

CMD ["nginx"]



{88 ngx_http_perl_module 3XEGAMET =,

daemon off;
env APP_DNS;

11.5 Using Environment Variablesin NGINX | 121

include /usr/share/nginx/modules/*.conf;

http {
perl_set Supstream_app 'sub { return $SENV{"APP_DNS"}; }';
server {

location / {

proxy_pass https://Supstream_app;

}
}
}

3. Kubernetes Ingress Controller
TBD

4. OpenShift Router
TBD
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L. [NGINX HA Mode

Nginx Plus Only

2. Load-Balancing Load Balancers with DNS
{FEEZ A 12519 DNS Rt taE 4,

3. Load Balancing on EC2
Available on AWS.

4. Lonfiguration Synchronization

Nginx Plus Only

5. State Sharing with Zone Sync
Nginx Plus Only



Chapter 13 5cihEaNnE

20205E1H29H EHi= 13:06

1. Enable NGINX Open Source Stub Status
{85 Nginx B9 stub_status {&HREF A,

location /stub status {
stub status;
allow 127.0.0.1;
deny all;

ATLASIE] localhost/stub_status SEIEEVSFHHEE,

MERIAEN T —EFE

e $connections_reading
e $connections_writing
o $connections_waiting

=|

Nt

1X

2- —

3. Collecting Metrics Using the NGINX Plus API
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1. Access Logs

log_format [log_format_name] REHEE
[format]

access_log [location] RE
[log_format_name] access_log

log_format geoproxy

"[$time_local] Sremote_addr '
'Srealip_remote_addr $remote_user
'Srequest_method $server_protocol '
'$Sscheme S$server_name $Suri $status
'Srequest_time $body_bytes_sent
'Sgeoip_city_country_code3 $geoip_region
'"Sgeoip_city" Shttp_x_forwarded_for '
'Supstream_status Supstream_response_time

""Shttp_referer" "Shttp_user_agent"';

access_log /var/log/nginx/access.log geoproxy;

2. Error Logs

error_log [location]  ig& error_log, S¥ENE
[levels] N



A5 debug, info, notice, warn, error, crit, alert,
emery.

3. Forwarding to Syslog
BB HEEEE syslog,
error_log syslog:server=10.0.1.42 debug;

access_log syslog:server=10.0.1.42,tag=nginx,severity=info
geoproxy;

server BILAMER ip , domain & unix socket,
Akl facility , severity , tag, nohostname %,

4. Request Tracing
BITIZE request-id KiFEIRIRHE.

log_format trace 'S$remote_addr - $remote_user [$time_local] '
""Srequest" $status $body bytes sent
""Shttp_referer" "S$http_user_agent" '
""Shttp_x_forwarded_for" Srequest_id';
upstream backend {
server 10.0.0.42;
}
server {
listen 80;
add_header X-Request-ID $request_id; # Return to client
location / {
proxy_pass http://backend;
proxy_set _header X-Request-ID $request_1id; #Pass to app
access_log /var/log/nginx/access_trace.log trace;
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1. Automating Tests with Load Drivers

Use an HTTP load-testing tool such as Apache
JMeter, Locust, Gatling, or whatever your team has

standardized on

2. KeepAlive

2. Keeping Connections Open to Clients

HRAHSIERZEIN,

keepalive_requests [num] &ERNMEZEEREE
g
%

=
keepalive_timeout [time] REEZAIZRATIE

VAA WeAAWE MAsw VAssAw AVRAY W ALAAW W AL ALV WITAL WeWe] N P wass

http {
keepalive_requests 320;

keepalive_timeout 300s;

2.2 Keeping Connections Open Upstream



proxy_http_version 1.1;
proxy_set_header Connection ""

upstream backend {
server 10.0.0.42;
server 10.0.2.56;

keepalive 32;

}

3. Buffering Responses

proxy_bufferi RERABFZ buffering
ng [on/off]

proxy_buffer_ i&&iEEresponseE—afS B IR/
size [4k/8k]

proxy_buffers g8 bufferfYE{EF0A/)
[num] [size]

proxy_busy_b [imits the size of buffers that can be
uffer_size

[size = 64K] busy, sending a response to the

client while the response is not fully
read

4. Buffeering Access Logs

{8Faccess_log BY buffer F0flushiEIiiE {7k
Im,

access_log /var/log/nginx/access.log main buffer=32k



flush=1m;

. OS Tuning

net.core.somaxconn XF 512 fiH{g , EEE

listen [0 \backlogZ&#4,

&8 sys.fs.file_max =& /etc/secyrity/limits.conf
& Nginx BcE®HY worker_connections #[]
worker_rlimit_nofile %EIq,

BoE net.ipv4.ip_local_port_range
ECE use 1%L epoll, kuene X2 select
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1. {5 include I8R5 | NEABAY Configs

http {
include config.d/compression.conf;
include sites-enabled/*.conf

}

o HfEFdfactcgify , BILAS| fastcgi_param
o HFECESSLAYR , tBeJEIR5| A ssl.conf

2. Debugging Configs

e NGINX processes requests looking for the most
specific matched rule

e You can turn on debug logging. tta0 :

o error_log /var/log/nginx/error.log debug.

e You can enable debugging for particular
connections

o debug_connection I§<$1E event tRPEBRY
{EFEIPEE CIDRIFAZSEL,
e You can debug for only particular virtual servers

o TEBHAY server 8¢& location TR {ER

arrnr lnn 1845
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e You can enable core dumps and obtain
backtrace from them.

e You are able to log what's happening in rewrite
statements with rewrite_log 1< :

o rewrite_log on



